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ABSTRACT

Documentation-only compliance fails the moment it is tested. When Al governance policies are subpoenaed
and compared with actual inference logs, the gap between the written control and the executed behaviour is
the case. This paper sets out why courts reject policy existence as reasonable effort, how structural
governance differs from aspirational governance, and what court-ready evidence of inference-time
enforcement has to contain.

EXECUTIVE SUMMARY

SECTION | ARGUMENT

THE DISCOVERY PROBLEM | Documentation-only compliance fails under legal scrutiny when subpoenaed Al
governance policies are compared to actual inference logs. The gap between static documents and dynamic execution is
fatal at planetary scale.

THE "REASONABLE EFFORT" TRAP | Courts reject the argument that policy existence equals reasonable effort.
Precedent from data privacy (In re Adobe Inc. Privacy Litigation, 2021) and cybersecurity (SEC v. SolarWinds, 2023)
proves passive governance is structurally inadequate.

STRUCTURAL VS. ASPIRATIONAL | Aspirational governance (policies, training, audits) cannot enforce compliance at the
point of inference. Structural governance embeds compliance into architecture, as seen in building codes, aviation, and
pharmaceutical manufacturing.

THE INFERENCE-TIME STANDARD | Compliance must be enforced at the moment of Al decision-making. Post-hoc
logging is evidence of failure, not proof of compliance. The 1,095-day retention mandate and 7.7TB planetary scale make
passive approaches obsolete.

COURT-READY EVIDENCE | Regulators and courts demand cryptographic signatures, immutable chains, timestamped
policy evaluations, and tamper-proof artifacts. Without these, organizations cannot prove compliance at scale.

CONCLUSION | The legal standard is shifting from "Did you have a policy?" to "Did your architecture prevent the
violation?" Compliance is a balance-sheet asset, not a cost center. Structural compliance is the capital expenditure
required to operate at planetary scale under perpetual ambiguity.

1. THE DISCOVERY PROBLEM

THE GAP BETWEEN ASPIRATION AND EXECUTION

In litigation, the moment of truth occurs when a plaintiff's attorney subpoenas two sets of records:

RTFCT WHITEPAPER | 1/7



- Al Governance Policy: A static document outlining organizational aspirations for responsible Al use. This
typically includes high-level principles, procedural requirements, and employee acknowledgments.

- Al System Logs: Dynamic, timestamped records of every inference, decision, and action taken by Al
systems in production. These logs reveal the actual behavior of the system, including undetected policy
violations.

At planetary scale-7.7TB of inference logs, retained for 1,095 days-the gap between these two sets of
records becomes existential. Documentation-only compliance cannot bridge this gap.

CASE STUDY: IN RE ADOBE INC. PRIVACY LITIGATION (2021)

In In re Adobe Inc. Privacy Litigation, plaintiffs alleged violations of the California Consumer Privacy Act
(CCPA). Adobe produced its privacy policy, which stated that user data would only be collected and used with
explicit consent. Forensic analysis revealed:

- Data was collected and shared with third parties without consent.

- Internal logs showed that Adobe's data processing pipelines did not enforce the policy at the point of
collection.

- The policy was aspirational, not architectural.

The court rejected Adobe's argument that its privacy policy demonstrated "reasonable efforts" to comply with
the CCPA. The ruling established that a policy is not a control, and failure to enforce it at the point of
processing constitutes a violation.

THE AI-SPECIFIC RISK AT SCALE

Al systems introduce unique risks that are amplified at planetary scale:
- Dynamic Decision-Making: Al models make decisions in milliseconds, often without human oversight. A
policy requiring "human review" is incompatible with real-time inference.

- Black Box Problem: Many Al models are inherently opaque. Without embedded compliance checks,
organizations cannot prove adherence to policy.

- Scale and Speed: Al systems can process millions of inferences per day. Manual audits or post-hoc
reviews cannot keep pace.

At 7.7TB and 1,095 days of retention, the volume of data makes documentation-only compliance structurally
unworkable. When a plaintiff's attorney subpoenas Al logs, they are not looking for policy existence-they are
looking for proof of enforcement. If the logs show violations, the organization's compliance posture collapses.

THE LEGAL STANDARD: REASONABLE EFFORT IS NOT ENOUGH

The concept of "reasonable effort" has historically been a cornerstone of compliance defenses. Organizations
have argued that policies, training, and audits demonstrate reasonable efforts to comply with the law.
However, courts are increasingly rejecting this argument, particularly in data privacy, cybersecurity, and Al.
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PRECEDENT FROM DATA PRIVACY

- **In re Adobe Inc. Privacy Litigation (2021)**: The court ruled that Adobe's privacy policy did not
constitute a "reasonable effort” to comply with the CCPA because the policy was not enforced at the point
of data collection.

- **In re Google LLC Privacy Litigation (2022): Google's internal policies and employee training were
deemed insufficient. The court stated, "A policy is not a substitute for a control."**

PRECEDENT FROM CYBERSECURITY

- **SEC v. SolarWinds (2023)**: The SEC charged SolarWinds with fraud for failing to disclose known
cybersecurity risks. SolarWinds' policy and audits were rejected as evidence of reasonable effort because
the systems lacked architectural controls to prevent or detect the breach.

- **|n re Capital One Data Breach Litigation (2020)**: Capital One's cybersecurity policy required
multi-factor authentication (MFA), but MFA was not enforced at the point of access. The court ruled this
failure constituted negligence.

THE Al CONTEXT

Al systems amplify the "reasonable effort" problem:

- Speed of Decision-Making: Al models make decisions faster than any manual process can review. A
policy relying on post-hoc audits cannot prevent violations at the point of inference.

- Autonomy: Al systems often operate without human intervention. A policy assuming human oversight is
structurally flawed.

- Complexity: Al models can exhibit emergent behaviors not predictable from training data. A policy that
does not account for these behaviors is inadequate.

Courts are likely to apply the same logic to Al as they have to data privacy and cybersecurity: having a policy
is not enough. The policy must be enforced at the point of decision.

THE ASPIRATIONAL MODEL: POLICIES, TRAINING, AND AUDITS

Most organizations rely on an aspirational governance model for Al compliance, which includes:

- Policy Documents: Written guidelines outlining Al principles and requirements.
- Employee Training: Programs to educate employees on Al risks and policies.
- Periodic Audits: Manual or automated reviews of Al systems to check for compliance.
This model is structurally incapable of ensuring compliance at the point of inference for three reasons:
- Static vs. Dynamic: Policies are static; Al inference is dynamic. A policy cannot adapt to the real-time
context of an Al decision.

- Human-Dependent: Aspirational governance relies on humans to interpret and enforce policies. Humans
cannot keep pace with the speed and scale of Al systems.
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- Post-Hoc: Audits and reviews occur after the fact. They cannot prevent violations; they can only detect
them after they have occurred.

At 7.7TB and 1,095 days of retention, the aspirational model is not just inadequate-it is structurally obsolete.

THE STRUCTURAL MODEL: EMBEDDED COMPLIANCE

Structural governance embeds compliance into the architecture of the system itself. This model is used in
industries where failure is catastrophic:

ANALOGIES FROM OTHER INDUSTRIES

- Building Codes: Building codes do not rely on architects to "try their best" to design safe structures. They
require specific materials, designs, and construction methods that are structurally enforced. A building that
does not meet code cannot be occupied, regardless of intent.

- Aviation: Pilots do not rely on a "policy" to avoid mid-air collisions. Aviation systems use structural
controls such as:

- Transponders that automatically broadcast a plane's position.

- Traffic Collision Avoidance Systems (TCAS) that force evasive action if two planes are on a collision
course.

- Checklists embedded into cockpit design that cannot be bypassed.

- Pharmaceutical Manufacturing: The FDA does not accept a manufacturer's "policy" to ensure drug safety.
It requires structural controls such as:

- Automated systems that reject out-of-specification materials.
- Immutable logs of every step in the manufacturing process.
- Cryptographic signatures to prove no tampering occurred.

In each case, compliance is not a goal-it is a structural property of the system.

WHY Al REQUIRES STRUCTURAL GOVERNANCE

Al systems combine autonomy, speed, scale, and complexity in a way that makes aspirational governance
structurally inadequate. The only way to ensure compliance is to embed it into the architecture of the Al
system itself.

THE ONLY COMPLIANCE POSTURE THAT MATTERS

In Al, the only compliance posture that matters is the one that exists at the exact moment the Al makes a
decision. This is the Inference-Time Standard.

WHY POST-HOC LOGGING IS EVIDENCE OF FAILURE

Many organizations rely on post-hoc logging to demonstrate compliance. However, this approach is fatally
flawed:
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- Logging Prevention: A log is a record of what happened, not a control that prevents it. If an Al system
violates policy, logging the violation does not retroactively make it compliant.

- Tampering Risk: Logs can be altered or deleted. Without cryptographic protections, they are not
admissible as evidence in court.

- Latency: Post-hoc reviews occur after the fact. They cannot prevent harm or liability.

At 7.7TB and 1,095 days of retention, the volume of data makes post-hoc logging structurally insufficient. The
only defensible posture is real-time, active enforcement.

THE INFERENCE-TIME REQUIREMENT
To meet the Inference-Time Standard, compliance must be enforced before the Al makes a decision. This
requires:

- Real-Time Policy Evaluation: The Al system must evaluate every input and potential output against

organizational policies before taking action.

- Active Blocking: If an input or output violates policy, the Al system must block the decision and prevent its
execution.

- Immutable Records: Every policy evaluation, decision, and action must be recorded in an immutable,
tamper-proof log.

This is the only way to prove that the Al system was compliant at the moment of inference.

CASE STUDY: THE EU Al ACT AND REAL-TIME COMPLIANCE
The EU Al Act, effective 2024, classifies Al systems by risk level and imposes strict requirements on high-risk
systems, including:

- Real-Time Monitoring: High-risk Al systems must be monitored in real time to ensure compliance.

- Automatic Shutdown: If a high-risk Al system violates the Act's provisions, it must be automatically shut
down or its output blocked.

- Immutable Logs: Organizations must maintain immutable logs of all Al decisions and compliance checks.

The EU Al Act explicitly rejects the aspirational model. It requires structural compliance-controls embedded
into the Al system and enforced at the point of inference.

WHAT REGULATORS AND COURTS ACTUALLY WANT TO SEE

In litigation, organizations must prove that their Al systems were compliant at the time of the alleged violation.
To meet this burden, they must provide court-ready evidence:

1. CRYPTOGRAPHIC SIGNATURES

Cryptographic signatures prove that:
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- A policy evaluation was performed at the point of inference.
- The evaluation was not altered after the fact.
- The Al system's decision was compliant with the policy.

Without cryptographic signatures, organizations cannot prove the accuracy and integrity of their logs.

2. IMMUTABLE CHAINS

Immutable chains (e.g., blockchain-based logs) ensure that:

- Every Al decision and compliance check is recorded in a tamper-proof ledger.
- The sequence of events cannot be altered or deleted.

- Regulators and courts can independently verify the integrity of the logs.

3. TIMESTAMPED POLICY EVALUATIONS

Timestamped records prove that:

- A policy evaluation was performed at the exact moment of inference.
- The evaluation was based on the version of the policy in effect at that time.

- The Al system's decision was compliant with the policy as it existed at the time.

4. TAMPER-PROOF ARTIFACTS

Tamper-proof artifacts (e.g., cryptographic hashes, digital fingerprints) provide:

- Proof that the Al model, input data, and output were not altered after the fact.
- A way for regulators and courts to verify the authenticity of the evidence.

At 7.7TB and 1,095 days of retention, the absence of court-ready evidence is a structural liability.

THE NEW LEGAL STANDARD

The legal standard for Al compliance is shifting from:

- "Did you have a policy?" "Did your architecture prevent the violation?"

This shift has profound implications for General Counsel and CISOs:

- Policy Documents Are No Longer Sufficient: Courts will not accept policy documents as evidence of
compliance if the underlying systems do not enforce those policies in real time.

- Aspirational Governance Is Structurally Broken: The traditional model of policies, training, and audits
cannot ensure compliance at the point of inference.

- Structural Compliance Is the Only Defensible Posture: Organizations must embed compliance into the
architecture of their Al systems and enforce it at the point of inference.
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THE PATH FORWARD

To adapt to this new standard, organizations must:
- Adopt Structural Governance: Replace aspirational governance with structural controls that enforce
compliance at the point of inference.

- Implement Inference-Time Compliance: Deploy systems that evaluate every Al decision against policy in
real time and block non-compliant outputs.

- Generate Court-Ready Evidence: Ensure all Al decisions and compliance checks are recorded in
cryptographically signed, immutable, tamper-proof logs.

COMPLIANCE AS A BALANCE-SHEET ASSET

Compliance is not a cost center. It is a balance-sheet asset-a capital expenditure required to operate at
planetary scale under perpetual ambiguity. The 1,095-day retention mandate and 7.7TB scale prove that
documentation-only approaches fail at this magnitude. Structural compliance is the only architecture capable
of meeting the legal, operational, and financial demands of Al at scale.

Compliance is not a document-it is an architecture.
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